Model Rules of Professional Conduct
Client-Lawyer Relationship
Rule 1.6 Confidentiality Of Information
(a) A lawyer shall not reveal information relating to the representation of a client unless the
client gives informed consent, the disclosure is impliedly authorized in order to carry out the
representation or the disclosure is permitted by paragraph (b).
(b) A lawyer may reveal information relating to the representation of a client to the extent the
lawyer reasonably believes necessary:
(1) to prevent reasonably certain death or substantial bodily harm;
(2) to prevent the client from committing a crime or fraud that is reasonably certain to
result in substantial injury to the financial interests or property of another and in
furtherance of which the client has used or is using the lawyer's services;
(3) to prevent, mitigate or rectify substantial injury to the financial interests or property of
another that is reasonably certain to result or has resulted from the client's commission of
a crime or fraud in furtherance of which the client has used the lawyer's services;
(4) to secure legal advice about the lawyer's compliance with these Rules;
(5) to establish a claim or defense on behalf of the lawyer in a controversy between the
lawyer and the client, to establish a defense to a criminal charge or civil claim against the
lawyer based upon conduct in which the client was involved, or to respond to allegations
in any proceeding concerning the lawyer's representation of the client; or
(6) to comply with other law or a court order.

Model Rules of Professional Conduct
Client-Lawyer Relationship
Rule 1.6 Confidentiality Of Information - Comment
[1] This Rule governs the disclosure by a lawyer of information relating to the representation of a
client during the lawyer's representation of the client. See Rule 1.18 for the lawyer's duties with
respect to information provided to the lawyer by a prospective client, Rule 1.9(c)(2) for the
lawyer's duty not to reveal information relating to the lawyer's prior representation of a former
client and Rules 1.8(b) and 1.9(c)(1) for the lawyer's duties with respect to the use of such
information to the disadvantage of clients and former clients.
[2] A fundamental principle in the client-lawyer relationship is that, in the absence of the client's
informed consent, the lawyer must not reveal information relating to the representation. See Rule
1.0(e) for the definition of informed consent. This contributes to the trust that is the hallmark of
the client-lawyer relationship. The client is thereby encouraged to seek legal assistance and to
communicate fully and frankly with the lawyer even as to embarrassing or legally damaging
subject matter. The lawyer needs this information to represent the client effectively and, if
necessary, to advise the client to refrain from wrongful conduct. Almost without exception,
clients come to lawyers in order to determine their rights and what is, in the complex of laws and
regulations, deemed to be legal and correct. Based upon experience, lawyers know that almost all
clients follow the advice given, and the law is upheld.
[3] The principle of client-lawyer confidentiality is given effect by related bodies of law: the
attorney-client privilege, the work product doctrine and the rule of confidentiality established in
professional ethics. The attorney-client privilege and work-product doctrine apply in judicial and
other proceedings in which a lawyer may be called as a witness or otherwise required to produce
evidence concerning a client. The rule of client-lawyer confidentiality applies in situations other
than those where evidence is sought from the lawyer through compulsion of law. The
confidentiality rule, for example, applies not only to matters communicated in confidence by the
client but also to all information relating to the representation, whatever its source. A lawyer may
not disclose such information except as authorized or required by the Rules of Professional
Conduct or other law. See also Scope.
[4] Paragraph (a) prohibits a lawyer from revealing information relating to the representation of a
client. This prohibition also applies to disclosures by a lawyer that do not in themselves reveal
protected information but could reasonably lead to the discovery of such information by a third
person. A lawyer's use of a hypothetical to discuss issues relating to the representation is
permissible so long as there is no reasonable likelihood that the listener will be able to ascertain
the identity of the client or the situation involved.
Authorized Disclosure
[5] Except to the extent that the client's instructions or special circumstances limit that authority,
a lawyer is impliedly authorized to make disclosures about a client when appropriate in carrying
out the representation. In some situations, for example, a lawyer may be impliedly authorized to

admit a fact that cannot properly be disputed or to make a disclosure that facilitates a satisfactory
conclusion to a matter. Lawyers in a firm may, in the course of the firm's practice, disclose to
each other information relating to a client of the firm, unless the client has instructed that
particular information be confined to specified lawyers.
Disclosure Adverse to Client
[6] Although the public interest is usually best served by a strict rule requiring lawyers to
preserve the confidentiality of information relating to the representation of their clients, the
confidentiality rule is subject to limited exceptions. Paragraph (b)(1) recognizes the overriding
value of life and physical integrity and permits disclosure reasonably necessary to prevent
reasonably certain death or substantial bodily harm. Such harm is reasonably certain to occur if it
will be suffered imminently or if there is a present and substantial threat that a person will suffer
such harm at a later date if the lawyer fails to take action necessary to eliminate the threat. Thus,
a lawyer who knows that a client has accidentally discharged toxic waste into a town's water
supply may reveal this information to the authorities if there is a present and substantial risk that
a person who drinks the water will contract a life-threatening or debilitating disease and the
lawyer's disclosure is necessary to eliminate the threat or reduce the number of victims.
[7] Paragraph (b)(2) is a limited exception to the rule of confidentiality that permits the lawyer to
reveal information to the extent necessary to enable affected persons or appropriate authorities to
prevent the client from committing a crime or fraud, as defined in Rule 1.0(d), that is reasonably
certain to result in substantial injury to the financial or property interests of another and in
furtherance of which the client has used or is using the lawyer's services. Such a serious abuse of
the client-lawyer relationship by the client forfeits the protection of this Rule. The client can, of
course, prevent such disclosure by refraining from the wrongful conduct. Although paragraph
(b)(2) does not require the lawyer to reveal the client's misconduct, the lawyer may not counsel
or assist the client in conduct the lawyer knows is criminal or fraudulent. See Rule 1.2(d). See
also Rule 1.16 with respect to the lawyer's obligation or right to withdraw from the
representation of the client in such circumstances, and Rule 1.13(c), which permits the lawyer,
where the client is an organization, to reveal information relating to the representation in limited
circumstances.
[8] Paragraph (b)(3) addresses the situation in which the lawyer does not learn of the client's
crime or fraud until after it has been consummated. Although the client no longer has the option
of preventing disclosure by refraining from the wrongful conduct, there will be situations in
which the loss suffered by the affected person can be prevented, rectified or mitigated. In such
situations, the lawyer may disclose information relating to the representation to the extent
necessary to enable the affected persons to prevent or mitigate reasonably certain losses or to
attempt to recoup their losses. Paragraph (b)(3) does not apply when a person who has
committed a crime or fraud thereafter employs a lawyer for representation concerning that
offense.
[9] A lawyer's confidentiality obligations do not preclude a lawyer from securing confidential
legal advice about the lawyer's personal responsibility to comply with these Rules. In most
situations, disclosing information to secure such advice will be impliedly authorized for the

lawyer to carry out the representation. Even when the disclosure is not impliedly authorized,
paragraph (b)(4) permits such disclosure because of the importance of a lawyer's compliance
with the Rules of Professional Conduct.
[10] Where a legal claim or disciplinary charge alleges complicity of the lawyer in a client's
conduct or other misconduct of the lawyer involving representation of the client, the lawyer may
respond to the extent the lawyer reasonably believes necessary to establish a defense. The same
is true with respect to a claim involving the conduct or representation of a former client. Such a
charge can arise in a civil, criminal, disciplinary or other proceeding and can be based on a
wrong allegedly committed by the lawyer against the client or on a wrong alleged by a third
person, for example, a person claiming to have been defrauded by the lawyer and client acting
together. The lawyer's right to respond arises when an assertion of such complicity has been
made. Paragraph (b)(5) does not require the lawyer to await the commencement of an action or
proceeding that charges such complicity, so that the defense may be established by responding
directly to a third party who has made such an assertion. The right to defend also applies, of
course, where a proceeding has been commenced.
[11] A lawyer entitled to a fee is permitted by paragraph (b)(5) to prove the services rendered in
an action to collect it. This aspect of the rule expresses the principle that the beneficiary of a
fiduciary relationship may not exploit it to the detriment of the fiduciary.
[12] Other law may require that a lawyer disclose information about a client. Whether such a law
supersedes Rule 1.6 is a question of law beyond the scope of these Rules. When disclosure of
information relating to the representation appears to be required by other law, the lawyer must
discuss the matter with the client to the extent required by Rule 1.4. If, however, the other law
supersedes this Rule and requires disclosure, paragraph (b)(6) permits the lawyer to make such
disclosures as are necessary to comply with the law.
[13] A lawyer may be ordered to reveal information relating to the representation of a client by a
court or by another tribunal or governmental entity claiming authority pursuant to other law to
compel the disclosure. Absent informed consent of the client to do otherwise, the lawyer should
assert on behalf of the client all nonfrivolous claims that the order is not authorized by other law
or that the information sought is protected against disclosure by the attorney-client privilege or
other applicable law. In the event of an adverse ruling, the lawyer must consult with the client
about the possibility of appeal to the extent required by Rule 1.4. Unless review is sought,
however, paragraph (b)(6) permits the lawyer to comply with the court's order.
[14] Paragraph (b) permits disclosure only to the extent the lawyer reasonably believes the
disclosure is necessary to accomplish one of the purposes specified. Where practicable, the
lawyer should first seek to persuade the client to take suitable action to obviate the need for
disclosure. In any case, a disclosure adverse to the client's interest should be no greater than the
lawyer reasonably believes necessary to accomplish the purpose. If the disclosure will be made
in connection with a judicial proceeding, the disclosure should be made in a manner that limits
access to the information to the tribunal or other persons having a need to know it and
appropriate protective orders or other arrangements should be sought by the lawyer to the fullest
extent practicable.

[15] Paragraph (b) permits but does not require the disclosure of information relating to a client's
representation to accomplish the purposes specified in paragraphs (b)(1) through (b)(6). In
exercising the discretion conferred by this Rule, the lawyer may consider such factors as the
nature of the lawyer's relationship with the client and with those who might be injured by the
client, the lawyer's own involvement in the transaction and factors that may extenuate the
conduct in question. A lawyer's decision not to disclose as permitted by paragraph (b) does not
violate this Rule. Disclosure may be required, however, by other Rules. Some Rules require
disclosure only if such disclosure would be permitted by paragraph (b). See Rules 1.2(d), 4.1(b),
8.1 and 8.3. Rule 3.3, on the other hand, requires disclosure in some circumstances regardless of
whether such disclosure is permitted by this Rule. See Rule 3.3(c).
Acting Competently to Preserve Confidentiality
[16] A lawyer must act competently to safeguard information relating to the representation of a
client against inadvertent or unauthorized disclosure by the lawyer or other persons who are
participating in the representation of the client or who are subject to the lawyer's supervision. See
Rules 1.1, 5.1 and 5.3.
[17] When transmitting a communication that includes information relating to the representation
of a client, the lawyer must take reasonable precautions to prevent the information from coming
into the hands of unintended recipients. This duty, however, does not require that the lawyer use
special security measures if the method of communication affords a reasonable expectation of
privacy. Special circumstances, however, may warrant special precautions. Factors to be
considered in determining the reasonableness of the lawyer's expectation of confidentiality
include the sensitivity of the information and the extent to which the privacy of the
communication is protected by law or by a confidentiality agreement. A client may require the
lawyer to implement special security measures not required by this Rule or may give informed
consent to the use of a means of communication that would otherwise be prohibited by this Rule.
Former Client
[18] The duty of confidentiality continues after the client-lawyer relationship has terminated. See
Rule 1.9(c)(2). See Rule 1.9(c)(1) for the prohibition against using such information to the
disadvantage of the former client.

Model Rules of Professional Conduct
Client-Lawyer Relationship
Rule 1.13 Organization As Client
(a) A lawyer employed or retained by an organization represents the organization acting through
its duly authorized constituents.
(b) If a lawyer for an organization knows that an officer, employee or other person associated
with the organization is engaged in action, intends to act or refuses to act in a matter related to
the representation that is a violation of a legal obligation to the organization, or a violation of law
that reasonably might be imputed to the organization, and that is likely to result in substantial
injury to the organization, then the lawyer shall proceed as is reasonably necessary in the best
interest of the organization. Unless the lawyer reasonably believes that it is not necessary in the
best interest of the organization to do so, the lawyer shall refer the matter to higher authority in
the organization, including, if warranted by the circumstances to the highest authority that can
act on behalf of the organization as determined by applicable law.
(c) Except as provided in paragraph (d), if
(1) despite the lawyer's efforts in accordance with paragraph (b) the highest authority that
can act on behalf of the organization insists upon or fails to address in a timely and
appropriate manner an action, or a refusal to act, that is clearly a violation of law, and
(2) the lawyer reasonably believes that the violation is reasonably certain to result in
substantial injury to the organization,
then the lawyer may reveal information relating to the representation whether or not Rule 1.6
permits such disclosure, but only if and to the extent the lawyer reasonably believes necessary to
prevent substantial injury to the organization.
(d) Paragraph (c) shall not apply with respect to information relating to a lawyer's representation
of an organization to investigate an alleged violation of law, or to defend the organization or an
officer, employee or other constituent associated with the organization against a claim arising out
of an alleged violation of law.
(e) A lawyer who reasonably believes that he or she has been discharged because of the lawyer's
actions taken pursuant to paragraphs (b) or (c), or who withdraws under circumstances that
require or permit the lawyer to take action under either of those paragraphs, shall proceed as the
lawyer reasonably believes necessary to assure that the organization's highest authority is
informed of the lawyer's discharge or withdrawal.
(f) In dealing with an organization's directors, officers, employees, members, shareholders or
other constituents, a lawyer shall explain the identity of the client when the lawyer knows or
reasonably should know that the organization's interests are adverse to those of the constituents
with whom the lawyer is dealing.

(g) A lawyer representing an organization may also represent any of its directors, officers,
employees, members, shareholders or other constituents, subject to the provisions of Rule 1.7. If
the organization's consent to the dual representation is required by Rule 1.7, the consent shall be
given by an appropriate official of the organization other than the individual who is to be
represented, or by the shareholders.

Model Rules of Professional Conduct
Client-Lawyer Relationship
Rule 1.13 Organization As Client - Comment
The Entity as the Client
[1] An organizational client is a legal entity, but it cannot act except through its officers,
directors, employees, shareholders and other constituents. Officers, directors, employees and
shareholders are the constituents of the corporate organizational client. The duties defined in this
Comment apply equally to unincorporated associations. "Other constituents" as used in this
Comment means the positions equivalent to officers, directors, employees and shareholders held
by persons acting for organizational clients that are not corporations.
[2] When one of the constituents of an organizational client communicates with the
organization's lawyer in that person's organizational capacity, the communication is protected by
Rule 1.6. Thus, by way of example, if an organizational client requests its lawyer to investigate
allegations of wrongdoing, interviews made in the course of that investigation between the
lawyer and the client's employees or other constituents are covered by Rule 1.6. This does not
mean, however, that constituents of an organizational client are the clients of the lawyer. The
lawyer may not disclose to such constituents information relating to the representation except for
disclosures explicitly or impliedly authorized by the organizational client in order to carry out the
representation or as otherwise permitted by Rule 1.6.
[3] When constituents of the organization make decisions for it, the decisions ordinarily must be
accepted by the lawyer even if their utility or prudence is doubtful. Decisions concerning policy
and operations, including ones entailing serious risk, are not as such in the lawyer's province.
Paragraph (b) makes clear, however, that when the lawyer knows that the organization is likely
to be substantially injured by action of an officer or other constituent that violates a legal
obligation to the organization or is in violation of law that might be imputed to the organization,
the lawyer must proceed as is reasonably necessary in the best interest of the organization. As
defined in Rule 1.0(f), knowledge can be inferred from circumstances, and a lawyer cannot
ignore the obvious.
[4] In determining how to proceed under paragraph (b), the lawyer should give due consideration
to the seriousness of the violation and its consequences, the responsibility in the organization and
the apparent motivation of the person involved, the policies of the organization concerning such
matters, and any other relevant considerations. Ordinarily, referral to a higher authority would be
necessary. In some circumstances, however, it may be appropriate for the lawyer to ask the
constituent to reconsider the matter; for example, if the circumstances involve a constituent's
innocent misunderstanding of law and subsequent acceptance of the lawyer's advice, the lawyer
may reasonably conclude that the best interest of the organization does not require that the matter
be referred to higher authority. If a constituent persists in conduct contrary to the lawyer's advice,
it will be necessary for the lawyer to take steps to have the matter reviewed by a higher authority
in the organization. If the matter is of sufficient seriousness and importance or urgency to the
organization, referral to higher authority in the organization may be necessary even if the lawyer

has not communicated with the constituent. Any measures taken should, to the extent practicable,
minimize the risk of revealing information relating to the representation to persons outside the
organization. Even in circumstances where a lawyer is not obligated by Rule 1.13 to proceed, a
lawyer may bring to the attention of an organizational client, including its highest authority,
matters that the lawyer reasonably believes to be of sufficient importance to warrant doing so in
the best interest of the organization.
[5] Paragraph (b) also makes clear that when it is reasonably necessary to enable the organization
to address the matter in a timely and appropriate manner, the lawyer must refer the matter to
higher authority, including, if warranted by the circumstances, the highest authority that can act
on behalf of the organization under applicable law. The organization's highest authority to whom
a matter may be referred ordinarily will be the board of directors or similar governing body.
However, applicable law may prescribe that under certain conditions the highest authority
reposes elsewhere, for example, in the independent directors of a corporation.
Relation to Other Rules
[6] The authority and responsibility provided in this Rule are concurrent with the authority and
responsibility provided in other Rules. In particular, this Rule does not limit or expand the
lawyer's responsibility under Rules 1.8, 1.16, 3.3 or 4.1. Paragraph (c) of this Rule supplements
Rule 1.6(b) by providing an additional basis upon which the lawyer may reveal information
relating to the representation, but does not modify, restrict, or limit the provisions of Rule
1.6(b)(1) - (6). Under paragraph (c) the lawyer may reveal such information only when the
organization's highest authority insists upon or fails to address threatened or ongoing action that
is clearly a violation of law, and then only to the extent the lawyer reasonably believes necessary
to prevent reasonably certain substantial injury to the organization. It is not necessary that the
lawyer's services be used in furtherance of the violation, but it is required that the matter be
related to the lawyer's representation of the organization. If the lawyer's services are being used
by an organization to further a crime or fraud by the organization, Rules 1.6(b)(2) and 1.6(b)(3)
may permit the lawyer to disclose confidential information. In such circumstances Rule 1.2(d)
may also be applicable, in which event, withdrawal from the representation under Rule
1.16(a)(1) may be required.
[7] Paragraph (d) makes clear that the authority of a lawyer to disclose information relating to a
representation in circumstances described in paragraph (c) does not apply with respect to
information relating to a lawyer's engagement by an organization to investigate an alleged
violation of law or to defend the organization or an officer, employee or other person associated
with the organization against a claim arising out of an alleged violation of law. This is necessary
in order to enable organizational clients to enjoy the full benefits of legal counsel in conducting
an investigation or defending against a claim.
[8] A lawyer who reasonably believes that he or she has been discharged because of the lawyer's
actions taken pursuant to paragraph (b) or (c), or who withdraws in circumstances that require or
permit the lawyer to take action under either of these paragraphs, must proceed as the lawyer
reasonably believes necessary to assure that the organization's highest authority is informed of
the lawyer's discharge or withdrawal.

Government Agency
[9] The duty defined in this Rule applies to governmental organizations. Defining precisely the
identity of the client and prescribing the resulting obligations of such lawyers may be more
difficult in the government context and is a matter beyond the scope of these Rules. See Scope
[18]. Although in some circumstances the client may be a specific agency, it may also be a
branch of government, such as the executive branch, or the government as a whole. For example,
if the action or failure to act involves the head of a bureau, either the department of which the
bureau is a part or the relevant branch of government may be the client for purposes of this Rule.
Moreover, in a matter involving the conduct of government officials, a government lawyer may
have authority under applicable law to question such conduct more extensively than that of a
lawyer for a private organization in similar circumstances. Thus, when the client is a
governmental organization, a different balance may be appropriate between maintaining
confidentiality and assuring that the wrongful act is prevented or rectified, for public business is
involved. In addition, duties of lawyers employed by the government or lawyers in military
service may be defined by statutes and regulation. This Rule does not limit that authority. See
Scope.
Clarifying the Lawyer's Role
[10] There are times when the organization's interest may be or become adverse to those of one
or more of its constituents. In such circumstances the lawyer should advise any constituent,
whose interest the lawyer finds adverse to that of the organization of the conflict or potential
conflict of interest, that the lawyer cannot represent such constituent, and that such person may
wish to obtain independent representation. Care must be taken to assure that the individual
understands that, when there is such adversity of interest, the lawyer for the organization cannot
provide legal representation for that constituent individual, and that discussions between the
lawyer for the organization and the individual may not be privileged.
[11] Whether such a warning should be given by the lawyer for the organization to any
constituent individual may turn on the facts of each case.
Dual Representation
[12] Paragraph (g) recognizes that a lawyer for an organization may also represent a principal
officer or major shareholder.
Derivative Actions
[13] Under generally prevailing law, the shareholders or members of a corporation may bring
suit to compel the directors to perform their legal obligations in the supervision of the
organization. Members of unincorporated associations have essentially the same right. Such an
action may be brought nominally by the organization, but usually is, in fact, a legal controversy
over management of the organization.

[14] The question can arise whether counsel for the organization may defend such an action. The
proposition that the organization is the lawyer's client does not alone resolve the issue. Most
derivative actions are a normal incident of an organization's affairs, to be defended by the
organization's lawyer like any other suit. However, if the claim involves serious charges of
wrongdoing by those in control of the organization, a conflict may arise between the lawyer's
duty to the organization and the lawyer's relationship with the board. In those circumstances,
Rule 1.7 governs who should represent the directors and the organization.

District of Columbia State Rules
Rules Governing the District of Columbia Bar
*1.6 a) Except when permitted under paragraph (c), (d), or (e), a lawyer shall not knowingly:
(1) reveal a confidence or secret of the lawyer's client;
(2) use a confidence or secret of the lawyer's client to the disadvantage of the client;
(3) use a confidence or secret of the lawyer's client for the advantage of the lawyer or of a third person.
(b) “Confidence” refers to information protected by the attorney‐client privilege under applicable law,
and “secret” refers to other information gained in the professional relationship that the client has
requested be held inviolate, or the disclosure of which would be embarrassing, or would be likely to be
detrimental, to the client.
(c) A lawyer may reveal client confidences and secrets, to the extent reasonably necessary:
(1) to prevent a criminal act that the lawyer reasonably believes is likely to result in death or substantial
bodily harm absent disclosure of the client's secrets or confidences by the lawyer; or
(2) to prevent the bribery or intimidation of witnesses, jurors, court officials, or other persons who are
involved in proceedings before a tribunal if the lawyer reasonably believes that such acts are likely to
result absent disclosure of the client's confidences or secrets by the lawyer.
(d) When a client has used or is using a lawyer's services to further a crime or fraud, the lawyer may
reveal client confidences and secrets, to the extent reasonably necessary:
(1) to prevent the client from committing the crime or fraud if it is reasonably certain to result in
substantial injury to the financial interests or property of another; or
(2) to prevent, mitigate or rectify substantial injury to the financial interests or property of another that
is reasonably certain to result or has resulted from the client's commission of the crime or fraud.
(e) A lawyer may use or reveal client confidences or secrets:
(1) with the informed consent of the client;
(2)(A) when permitted by these Rules or required by law or court order; and
(B) if a government lawyer, when permitted or authorized by law;
(3) to the extent reasonably necessary to establish a defense to a criminal charge, disciplinary charge, or
civil claim, formally instituted against the lawyer, based upon conduct in which the client was involved,
or to the extent reasonably necessary to respond to specific allegations by the client concerning the
lawyer's representation of the client;

(4) when the lawyer has reasonable grounds for believing that a client has impliedly authorized
disclosure of a confidence or secret in order to carry out the representation;
(5) to the minimum extent necessary in an action instituted by the lawyer to establish or collect the
lawyer's fee; or
(6) to the extent reasonably necessary to secure legal advice about the lawyer's compliance with law,
including these Rules.
(f) A lawyer shall exercise reasonable care to prevent the lawyer's employees, associates, and others
whose services are utilized by the lawyer from disclosing or using confidences or secrets of a client,
except that such persons may reveal information permitted to be disclosed by paragraphs (c), (d), or (e).
(g) The lawyer's obligation to preserve the client's confidences and secrets continues after termination
of the lawyer's employment.
(h) The obligation of a lawyer under paragraph (a) also applies to confidences and secrets learned prior
to becoming a lawyer in the course of providing assistance to another lawyer.
(i) For purposes of this rule, a lawyer who serves as a member of the D.C. Bar Lawyer Counseling
Committee, or as a trained intervenor for that committee, shall be deemed to have a lawyer‐client
relationship with respect to any lawyer‐counselee being counseled under programs conducted by or on
behalf of the committee. Information obtained from another lawyer being counseled under the auspices
of the committee, or in the course of and associated with such counseling, shall be treated as a
confidence or secret within the terms of paragraph (b). Such information may be disclosed only to the
extent permitted by this rule.
(j) For purposes of this rule, a lawyer who serves as a member of the D.C. Bar Practice Management
Service Committee, formerly known as the Lawyer Practice Assistance Committee [FN1], or a staff
assistant, mentor, monitor or other consultant for that committee, shall be deemed to have a lawyer‐
client relationship with respect to any lawyer‐counselee being counseled under programs conducted by
or on behalf of the committee. Communications between the counselor and the lawyer being counseled
under the auspices of the committee, or made in the course of and associated with such counseling,
shall be treated as a confidence or secret within the terms of paragraph (b). Such information may be
disclosed only to the extent permitted by this rule. However, during the period in which the lawyer‐
counselee is subject to a probationary or monitoring order of the Court of Appeals or the Board on
Professional Responsibility in a disciplinary case instituted pursuant to Rule XI of the Rules of the Court
of Appeals Governing the Bar, such information shall be subject to disclosure in accordance with the
order.
(k) The client of the government lawyer is the agency that employs the lawyer unless expressly provided
to the contrary by appropriate law, regulation, or order.

**District of Columbia State Rules ‐‐ Rule 1.13 Organization As Client
(a) A lawyer employed or retained by an organization represents the organization acting through its duly
authorized constituents.
(b) If a lawyer for an organization knows that an officer, employee, or other person associated with the
organization is engaged in action, intends to act or refuses to act in a matter related to the
representation that is a violation of a legal obligation, or a violation of law which reasonably might be
imputed to the organization, and is likely to result in substantial injury to the organization, the lawyer
shall proceed as is reasonably necessary in the best interest of the organization. Unless the lawyer
reasonably believes that it is not necessary in the best interest of the organization to do so, the lawyer
shall refer the matter to higher authority in the organization, including, if warranted by the
circumstances, to the highest authority that can act on behalf of the organization as determined by
applicable law.
(c) In dealing with an organization's directors, officers, employees, members, shareholders, or other
constituents, a lawyer shall explain the identity of the client when it is apparent that the organization's
interests may be adverse to those of the constituents with whom the lawyer is dealing.
(d) A lawyer representing an organization may also represent any of its directors, officers, employees,
members, shareholders, or other constituents, subject to the provisions of Rule 1.7. If the organization's
consent to the dual representation is required by Rule 1.7, the consent shall be given by an appropriate
official of the organization other than the individual who is to be represented, or by the shareholders.
***Annotated Code of Virginia
Rules of the Supreme Court of Virginia
Client‐Lawyer Relationship
Rule 1.6 Confidentiality of Information
(a) A lawyer shall not reveal information protected by the attorney‐client privilege under applicable law
or other information gained in the professional relationship that the client has requested be held
inviolate or the disclosure of which would be embarrassing or would be likely to be detrimental to the
client unless the client consents after consultation, except for disclosures that are impliedly authorized
in order to carry out the representation, and except as stated in paragraphs (b) and (c).
(b) To the extent a lawyer reasonably believes necessary, the lawyer may reveal:
(1) such information to comply with law or a court order;
(2) such information to establish a claim or defense on behalf of the lawyer in a controversy between
the lawyer and the client, to establish a defense to a criminal charge or civil claim against the lawyer
based upon conduct in which the client was involved, or to respond to allegations in any proceeding
concerning the lawyer's representation of the client;

(3) such information which clearly establishes that the client has, in the course of the representation,
perpetrated upon a third party a fraud related to the subject matter of the representation;
(4) such information reasonably necessary to protect a client's interests in the event of the representing
lawyer's death, disability, incapacity or incompetence;
(5) such information sufficient to participate in a law office management assistance program approved
by the Virginia State Bar or other similar private program;
(6) information to an outside agency necessary for statistical, bookkeeping, accounting, data processing,
printing, or other similar office management purposes, provided the lawyer exercises due care in the
selection of the agency, advises the agency that the information must be kept confidential and
reasonably believes that the information will be kept confidential.
(c) A lawyer shall promptly reveal:
(1) the intention of a client, as stated by the client, to commit a crime and the information necessary to
prevent the crime, but before revealing such information, the attorney shall, where feasible, advise the
client of the possible legal consequences of the action, urge the client not to commit the crime, and
advise the client that the attorney must reveal the client's criminal intention unless thereupon
abandoned, and, if the crime involves perjury by the client, that the attorney shall seek to withdraw as
counsel;
(2) information which clearly establishes that the client has, in the course of the representation,
perpetrated a fraud related to the subject matter of the representation upon a tribunal. Before
revealing such information, however, the lawyer shall request that the client advise the tribunal of the
fraud. For the purposes of this paragraph and paragraph (b)(3), information is clearly established when
the client acknowledges to the attorney that the client has perpetrated a fraud; or
(3) information concerning the misconduct of another attorney to the appropriate professional
authority under Rule 8.3. When the information necessary to report the misconduct is protected under
this Rule, the attorney, after consultation, must obtain client consent. Consultation should include full
disclosure of all reasonably foreseeable consequences of both disclosure and non‐disclosure to the
client.

Rules of the Supreme Court of Virginia
Rule 1.13 Organization as Client
(a) A lawyer employed or retained by an organization represents the organization acting through its duly
authorized constituents.
(b) If a lawyer for an organization knows that an officer, employee or other person associated with the
organization is engaged in action, intends to act or refuses to act in a matter related to the

representation that is a violation of a legal obligation to the organization, or a violation of law which
reasonably might be imputed to the organization, and is likely to result in substantial injury to the
organization, the lawyer shall proceed as is reasonably necessary in the best interest of the organization.
In determining how to proceed, the lawyer shall give due consideration to the seriousness of the
violation and its consequences, the scope and nature of the lawyer's representation, the responsibility in
the organization and the apparent motivation of the person involved, the policies of the organization
concerning such matters and any other relevant considerations. Any measures taken shall be designed
to minimize disruption of the organization and the risk of revealing information relating to the
representation to persons outside the organization. Such measures may include among others:
(1) asking for reconsideration of the matter;
(2) advising that a separate legal opinion on the matter be sought for presentation to appropriate
authority in the organization;
(3) referring the matter to higher authority in the organization, including, if warranted by the
seriousness of the matter, referral to the highest authority that can act in behalf of the organization as
determined by applicable law.
(c) If, despite the lawyer's efforts in accordance with paragraph (b), the highest authority that can act on
behalf of the organization insists upon action, or a refusal to act, that is clearly a violation of law and is
likely to result in substantial injury to the organization, the lawyer may resign or may decline to
represent the client in that matter in accordance with Rule 1.16.
(d) In dealing with an organization's directors, officers, employees, members, shareholders or other
constituents, a lawyer shall explain the identity of the client when it is apparent that the organization's
interests are adverse to those of the constituents with whom the lawyer is dealing.
(e) A lawyer representing an organization may also represent any of its directors, officers, employees,
members, shareholders or other constituents, subject to the provisions of Rule 1.7. If the organization's
consent to the dual representation is required by Rule 1.7, the consent shall be given by an appropriate
official of the organization other than the individual who is to be represented, or by the shareholders.

REPORT OF THE COMMITTEE ON ETHICS"
In response to the growing use of electronic mail (e-mail) by attorneys to
communicate with clients and co-counsel, the American Bar Association (ABA),
as well as several state bar associations, have recently addressed whether transmission of confidential information by unencrypted e-mail violates the confidentiality rules of the legal profession. The position of the ABA and most state
bars that have considered the question is that unencrypted e-mail communications generally do not violate the confidentiality rules, but that additional safeguards may be required for particularly sensitive information. A few state bar
associations, however, have concluded that attorneys must either: (1) encrypt
their e-mail messages; or (2) inform their clients of the disclosure risks and obtain client consent. Because this is a new and developing area of ethics law, attorneys should consult the ethics rules, opinions, and relevant statutes in the jurisdiction(~)in which they practice.

E-mail encompasses a variety of technologies that allow computer users to
communicate with one another. There are essentially four types of e-mail, each
of which presents slightly different concerns with respect to the confidentiality
of the communications. First, "direct" e-mail involves sending a message from
one computer to another. The sender's modem converts the message into digital
information that is sent over the telephone lines to the recipient's modem, where
it is reassembled. This process is nearly identical to sending a fax. Second,
"private system" e-mail allows multiple users to send messages directly to each
other-this is the system employed in most internal corporate e-mail systems.
The messages are sent over telephone lines and do not go through any publicly
accessible network. Third, on-line services providers (OSPs), such as America
Online, are third-party commercial services that operate a network and provide
subscribers with password-protected mailboxes from which they may send and
receive e-mail. Fourth, Internet e-mail allows messages to be sent over the
Internet without the involvement of OSPs. Such messages typically travel over
the phone lines and pass through several Internet service providers (ISPs) who
use computers to send the messages to their next destination.
11. THEABA POSITION

In ABA Formal Opinion 99-413, the ABA Standing Committee on Ethics
and Professional Responsibility (the ABA Committee) addressed the obligations
of attorneys under the Model Rules of Professional Conduct when using e-mail
to communicate with clients or third parties about client matters.' The ABA
Committee opined that the applicable ethics rule is Model Rule 1.6(a), which
prohibits disclosure of confidential client information absent client consents2
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1. ABA Comm. on Ethics and Professional Responsibility, Formal Op. 99-413 (1999). In this opinion,
the ABA Committee declined to take a position regarding the use of cellular or cordless telephones to communicate confidential client information.
2. Model Rule 1.6 provides:
(a) A lawyer shall not reveal information relating to representation of a client unless the client consents after consultation, except for disclosures that are impliedly authorized in order to carry out the
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The ABA Committee stated that the duty under Model Rule 1.6(a) to protect client confidences requires that an attorney choose methods of communication in
which the attorney has a reasonable expectation of privacy. The expectation of
privacy need not be absolute--just reasonable.
Applying this "reasonable expectation of privacy" test, the ABA Committee concluded that, in most circumstances, communication by e-mail affords a
reasonable expectation of privacy from a technological and legal standpoint. In
reaching this conclusion, the ABA Committee compared e-mail to other methods
of communication that attorneys commonly use, such as United States mail,
commercial mail, telephone, and fax. All of these traditional methods of communication involve some risk of interception or unauthorized disclosure. United
States and commercial mail, for example, can be lost or stolen. Additionally,
mail services often reserve the right to open and inspect the contents of letters
and packages. Similarly, telephone calls are subject to eavesdropping and wiretapping. Phone companies can also monitor phone calls in certain circumstances. Faxes, of course, can be misdirected and are ofien accessible to people
other than the intended recipient, such as secretaries and mail room employees.
The ABA Committee noted, however, that it is uniformly accepted that these
traditional methods of communication do not violate the duty of confidentiality
because they afford a reasonable expectation of privacy.
Although e-mail presents some unique risks of disclosure and interception,
the ABA Committee concluded that these risks are no greater than with traditional methods of communication. For example, direct e-mail can be "tapped,"
because it is transmitted over the phone lines. This risk is less than with telephone calls, however, because the information travels in digital form, and requires greater effort and technical expertise to perform an effective "tap." Private system e-mail can be misdirected within a law firm or organization, but this
risk to confidentiality is essentially no greater than with faxes.
E-mail that is sent via the Internet or third-party services presents additional
security issues for two reasons: (1) the messages can be inspected by OSP and
ISP administrators; and (2) there is some risk that unauthorized "hackers" or dishonest OSP and ISP employees can intercept the messages. The ABA Committee concluded that these risks do not render the expectation of privacy less reasonable. As a practical matter, unauthorized interception of these types of e-mail
requires a much greater degree of technical sophistication than a wire tap. This
is particularly true of Internet e-mail messages, which ordinarily are split into
several "packets" of information and travel complex routes through many phone

representation, and except as stated in paragraph (b).
(b) A lawyer may reveal such information to the extent the lawyer reasonably believes necessary:
(1) to prevent the client from committing a criminal act that the lawyer believes is likely to result in imminent death or substantial bodily harm; or
(2) to establish a claim or defense on behalf of the lawyer in a controversy between the lawyer
and the client, to establish a defense to a criminal charge or civil claim against the lawyer based upon
conduct in which the client was involved, or to respond to allegations in any proceeding concerning
the lawyer's representation of the client.
MODELRULESOF PROFESSIONAL
CONDUCTRule 1.6 (1995).
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lines and ISPs. Moreover, pursuant to the Electronic Communications Privacy
Act of 1986, as amended in 1994 (the ECPA), the unauthorized interception of email is a crime.3 Similarly, while OSP and ISP administrators can lawfully inspect e-mail, this right is limited by the ECPA to purposes that are "a necessary
incident to the rendition" of their services or to the protection of the "rights or
property" of the service provider. Monitoring or disclosure for any other purpose is prohibited.4 Accordingly, the ABA Committee concluded that attorneys
have a reasonable expectation of privacy in communication by all forms of email.
The ABA Committee cautioned, however, that an attorney still has an obligation to consider whether special measures are warranted when the confidential
information is highly sensitive or the consequences of disclosure would be
costly. In such circumstances, the attorney should consult with the client and
follow the client's instructions as to whether another mode of delivery, such as
private courier, is preferred.

Most state bar opinions are in accord with the ABA opinion. Several state
bars have opined that the use of unencrypted e-mail generally does not give rise
to any ethical concerns, but that greater precautions may be required in certain
circumstances. For example, the District of Columbia bar has held that in most
circumstances, transmission of confidential information by electronic mail is acceptable and does not violate the District of Columbia's confidentiality rules, but
that higher levels of security may be required for sensitive inf~rmation.~
A few
state bar associations have imposed additional obligations on attorneys using email. The position of the Pennsylvania bar is that attorneys should advise clients
of the risks of using unencrypted e-mail and obtain the client's written or oral
~ o n s e n t .The
~ opinion also recommends that attorneys place a notice on client email warning that it is a privileged and confidential communication. Similarly,
the Arizona bar suggests that attorneys encrypt e-mail communications with cli-

3. 18 U.S.C. 44 251 1,2701-02 (1994).
4. 18 U.S.C. jj 25 11(2)(a)(i).
5. D.C. Bar Op.No. 281 (Feb. 18, 1998). See also Minnesota Lawyers Professional Responsibility Bd.,
Op. No. 19 (Jan. 22, 1999) (applying Minnesota confidentiality rules); Ohio Bd. of Comm'rs on Grievances
and Discipline, Op.No. 99-2 (Apr. 9, 1999) (applying Ohio law); Alaska Bar Ass'n Ethics Comm., Op.No. 982 (Jan. 16, 1998) (applying Alaska confidentiality rules; encouraging the use of encryption software or other
safeguards for sensitive information); New York State Bar Ass'n Comm. on Professional Ethics, Op.No. 709
(Sept. 16, 1998) (applying New York confidentiality rules; attorneys who use Internet e-mail should stay
abreast of technological developments to assess any changes in the likelihood of interception and the availability of technologies that may reduce this risk); Kentucky Bar Ass'n Ethics Comm., Advisory Op. No. E-403
(1998) (applying Kentucky confidentiality rules); Illinois State Bar Ass'n Advisory Opinion on Professional
Conduct, No. 96-10 (May 16, 1997) (applying Illinois confidentiality rules); South Carolina Bar Ethics Advisory Comm., Op. No. 97-08 (June 1997) (applying South Carolina confidentiality rules); North Dakota State
Bar Ass'n Ethics Comrn., Op.No. 97-09 (1997) (applying North Dakota confidentiality rules); Vermont Advisory Ethics Op.No. 97-5 (1997) (applying Vermont's confidentiality rules).
6. Pennsylvania Bar Ass'n Comm. on Legal Ethics and Professional Responsibility, Informal Op. No.
97-130 (Sept. 26, 1997).
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ents and caution clients about transmitting sensitive information by e-maiL7 The
Arizona bar also concluded that e-mail transmissions should include a cautionary
statement indicating that the content is "confidential" or "attorney/client privileged." The North Carolina bar also concluded that attorneys must advise clients
of the risks that e-mail will be inter~epted.~
Lastly, the Iowa bar has stated that
an attorney must either obtain the written consent of the client to communicate
sensitive material via e-mail or ensure that the communications are encrypted or
protected by an equivalent security system.g
IV. CONCLUSION
Although a few state bars require attorneys to obtain client consent or encrypt e-mail, the clear majority view, recently adopted by the ABA, is that attorneys can communicate by unencrypted e-mail without obtaining client consent in
most circumstances. This view is based on the rationale that no means of communication, including accepted means such as the mail, telephones, and faxes, is
absolutely secure and that e-mail affords a reasonable expectation of privacy because interception of e-mail is technologically difficult as well as illegal.
Attorneys, however, are ultimately responsible for assessing the risks of
using e-mail in particular situations. In some situations, including situations
where an attorney normally would avoid using the mail, telephones, or faxes, the
prudent course of action likely would be to avoid e-mail as well.
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